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DDoS attacks are getting larger and more sophisticated, and while some public cloud providers 
offer their own native defenses, these tools usually provide basic protection against simple 
attacks and offer limited management and support options. Radware safeguards public-cloud 
applications against DDoS attacks with the industry’s most advanced DDoS mitigation 
technology that provides centralized cross-cloud management and is backed by the industry’s 
most comprehensive SLA.

Better Protection with Industry-Leading DDoS 
Protection Technology
Radware provides industry-leading DDoS protection based on its 
patented behavioral-based technology. Radware’s detection algorithms 
use behavioral analytics to accurately detect attacks and then instantly 
create defense signatures to block them, providing better protection 
with lower rates of false positives. This allows Radware to protect 
against the latest and most sophisticated DDoS attack vectors, such as 
Burst attacks, dynamic IP attacks, carpet-bombing, encrypted attacks, 
IoT botnets and more, without impacting legitimate users. 

Fully-Managed Security Service by Radware
Radware’s DDoS protection cloud services are supported by Radware’s 
Emergency Response Team (ERT), one of the industry’s largest and most 
experienced security teams in the field of application and DDoS protection. 
Radware provides 24x7x365 attack time protection, continuous monitoring 
and alerting, and security policy configuration and tuning, so that 
customers remove the burden of managing DDoS protection.

Centralized, Cross-Cloud Management
Radware provides DDoS protection for any asset, regardless where it 
is deployed – on-premise, on a private cloud, in the public cloud, or 
in multi-cloud environments – using a unified technology stack with 
consistent security policies and levels of protection for every asset. 
Radware also provides cross-cloud management portal with centralized 
cross-cloud management, comprehensive logging and reporting, 
extensive self-service options, and full REST API for SIEM integration 
so security managers have full visibility and control over all assets 
regardless of where they are hosted.
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Flexible Deployment Options for Any Use Case
Radware provides flexible deployment options for its public cloud DDoS defenses to suit any customer need, 
use-case or deployment architecture

ON-DEMAND CLOUD SERVICE
Continuously monitor traffic and 
activates only once an attack is 
detected. Traffic is then diverted 
to one of Radware’s scrubbing 
centers, where attack traffic will be 
blocked and only clean traffic will 
reach the customer’s environment.

VIRTUAL APPLIANCE
Cloud-hosted virtual appliance 
of Radware’s industry-leading 
DefensePro, which runs within the 
customer’s own cloud environment 
and automatically stops any 
incoming DDoS traffic in real-time 
before it reaches the customer’s 
cloud workloads.

HYBRID PROTECTION
Combines a virtual appliance with 
on-demand cloud service. Offers 
the advanced protection and 
low latency of a virtual appliance 
together with massive capacity 
of Radware’s network to protect 
against volumetric floods and 
avoid run-up charges.

DDOS PROTECTION IS ONLY AS GOOD AS ITS SLA.
Many vendors make expansive claims about mitigation capabilities, but when it 
comes to contractual commitments, the claims vaporize into thin air. These six 
performance indicators are crucial to guarantee the effectiveness of DDoS protection. 

LEARN MORE ABOUT HOW RADWARE’S
SLA GUARANTEES THE INDUSTRY’S BEST DDOS DEFENSE

https://www.radware.com/products/cloud-ddos-services/

SIX MUST-HAVE
SLA METRICS

HOW SOON CAN YOU
DETECT ATTACKS?

The sooner an attack can be 
identified the sooner it can 
be mitigated. Ask about 

a Time-to-Detect 
SLA.

HOW RELIABLE 
IS YOUR SERVICE?
Service Availability 

defines uptime 
requirements for service, 
and how much downtime 
will be tolerated on an 

annual basis.

HOW DO YOU MEASURE
QUALITY OF PROTECTION?

The Consistency of Mitigation 
metric provides a baseline to 
calculate the effectiveness 

of mitigation, and how 
much bad traffic is 

allowed 
through.

HOW FAST WILL YOU 
STOP THE ATTACK?
The Time-to-Mitigate 

measures the speed with which 
DDoS mitigation vendors mitigate 

different types of attacks, based on 
attack characteristics.

HOW SWIFTLY WILL YOU DIVERT?
Any delay in diversion can result in 

needless downtime. The Time 
to Divert SLA commits to 

how fast diversion can 
start once an attack 

has been 
detected.

HOW QUICKLY WILL 
YOU LET ME KNOW?
When something bad 

happens, you want to be the 
first to know about it. The Time 

to Alert SLA is crucial for ensuring 
that you’re notified immediately if 

under attack. 
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Backed by Industry’s Most Comprehensive SLA
Radware backs its DDoS protection service with the industry’s most comprehensive service level agreement 
(SLA), with six individual and measurable metrics to guarantee the quality of its protection:
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